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MODALIDADE: = Aprendizagem + Nao aplicdvel

CURSO: Técnico de Ciberseguranga

UFCD: Instalar e cqn]jgu_rar ferramentas de analise e recolha CODIGO UFCD: UCO1485
de logs e evidéncias

FORMADOR/A:  Bruno Silva DATA:

OBIETIVOS

B Saber como instalar e configurar o programa de auditoria e andlise forense
B Utilizacdo do software Autopsy

A Computacdo Forense é descrita como a ciéncia responsavel pela recolha, salvaguarda e andlise de pegadas
digitais, presentes nos diversos dispositivos de processamento (computador, telemdveis, tablets, entre outros),
armazenamento (discos rigidos HDD, SSD, backups de rede, entre outros) e comunica¢do. Para além disso, as
ferramentas de computacdo forense pegam nesses dados para recolha, analisar e interpretar evidéncias em

investigacBes criminais e civis. Para a realizacdo deste trabalho ha varias ferramentas.
Uma das ferramentas de analise forense para obter evidencias digitais em investigacdes é o Autopsy.

O Autopsy é um software de analise forense digital gratuito utilizado para investigar dispositivos eletrénicos.
Permite examinar, recuperar e analisar dados para identificar evidéncias em investigacdes criminais, auditorias ou
recuperacdo de informacdes. Para além disso, é possivel integrar mais funcionalidades, com a instalacdo de plugins

(suplementos adicionais) para ajudar a ter uma ferramenta mais completa e verificar casos mais especificos.

O que é possivel fazer com o Autopsy?
e Investigacdo forense
o Recuperagdo de ficheiros apagados
o Analise de metadados dos ficheiros

o lIdentificagdo de atividades suspeitas (ex. acesso a sites ou alteragdes de ficheiros)

e Anadlise de sistemas
o Detetar malware ou atividades maliciosas no sistema

o Examinar logs de sistemas para verificar eventuais comportamentos

e Recuperagdo de dados
o Recuperagdo de dados perdidos ou danificados devido a falhas no sistema ou exclusGes acidentais.

Depois de toda a investigacdo estar concluida, podemos gerar um relatério acedendo ao separador Tools e clicando

em Generate Report.
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Parte 1 — Processo de instalacdo

Passo 1 — Aceder a pagina oficial do Autopsy: https://www.autopsy.com e clicar no botdo Download

WEBINAR: Learn How 1o Investigate Relone Data Exfil with Cyber Triage

Download Autopsy for free

A

Get the most from this powerful tool when you invest in

7N\ /7 e <
(TA(T O SR

Passo 2 — Retirar a versdo para Windows clicando no botdo Download 64-bit

AUTOPSY DOWNLOAD

DIGITAL FORENSICS

Download Autopsy

VERSION 4.21.0 FOR WINDOWS

DOWNLOAD FOR LINUX AND 0S X
Autopsy 4 will run on Linux and 0S X. To do so:
+ Download the Autopsy ZIP file

» Linux will need The Sleuth Kit Java .deb Debian package

+ Follow the instructions to install other dependencies

Passo 3 — No processo da instalagdo serd exibida a mensagem a informar sobre alguns aspetos da
utilizacdo do programa. De resto, basta seguir os passos da instalacdo:

Autopsy stores data about each case in its Central Repository.
This data is used to:

« Ignore commeon items (files, domains, and accounts)
« |dentify where an item was previously seen
« Create personas that group accounts

To limit what is stored, use the Central Repository options panel.
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Passo 4 — Apos a instalagao do programa se este arrancar o mesmo automaticamente, deve fechar a
aplicacdo. De seguida, deve clicar com o lado direito do rato em cima do icone do programa e escolher a

opgado propriedades.

Selecione o separador Compatibilidade e mais abaixo selecione a opgao “Executar este programa como

administrador”.

Nome Data de modificagdo Tipo Tamanho

M Autopsy 4.21.0 08/12/2024 16:38 Atalho 2

M Propriedades de Autopsy 4.21.0 x

Geral Atalho Compatibiidade Seguranga Detalhes Versdes anteriores

Se este programa ndo estiver a funcionar cometamente nesta versdo do
Windows, tente executar a resolugdo de problemas de compatibilidade.

I Executar a resolugdo de problemas de compatibilidade I
Como devo proceder para escolher definicies de compatibiidade manualmente?

Modo de compatibilidade
[ Exec. este prog. em modo de compatibilidade para:

Windows 8

Definighes
Mode de cores reduzido
Cor de 8 bits (256)
Executar na resoluggo de ecra 640x 480

[] Desativar otimizagdes de ecrd inteiro

[liExecutar este programa como administradar:

M Ranictar acta rmarams nars rein i

Passo 5 — Na abertura do programa, deve criar um novo caso (embora que possa abrir casos ja existentes
se ja trabalhou anteriormente nalgum procedimento):

Welcome =

Mew Case

Open Recent Case

Open Case

)

OPEN | EXTENSIBLE | FAST Close
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Passo 6 — Colocar as informagdes sobre o caso, mais especificamente, o nome de identificagao, qual o
sitio onde vamos guardar os dados da analise:

M new Case Information X
Steps Case Information
1. Case Information
2. Optional Information Case MName: Inspetor 007
Base Directory: | C\Users\Silva\Downloads Browse
Case Type: (®) Single-User Multi-User

Case data will be stored in the following directory:

Ch\Usersh\Silva\Downloads\Inspetor 007

< Back Finish Cancel Help

Passo 7 — Colocar as informagdes opcionais sobre o caso, mais especificamente, o nimero do caso (ideal
para questdes de organizacdo e auditorias), dados do examinador/agente e se achar necessario:

M New Case Information x
Steps Optional Information
1. Caselnformation
2. Optional Information Case
Mumber: | 001
Examiner
Mame: Silva
Phene: 000
Email:
Motes:

Organization

Organization analysis is being done for: Mot Specified

< Back Mext = Finish Cancel Help
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Também pode clicar na opcdo “Manage Organizations” para colocar dados de organizacdes a analisar

(informacdes que sdo usadas para providenciar informacdes com contatos adicionais para o contexto do
quais estdo associadas):

a“-f'.::'i: ganizations

Organizations are used to provide Organization Details
additional centact information for the

. . Organization Name: Not Specified
content they are associated with. L E

Organizations M Add New Organization x|

Organization Name: |Empresa 001 ]

Point of Contact: ]

Mame: |Empresa
Email: | empresa@xpto.pt

Phone: 232123456

oK Cancel

]
Edit Delete Close

Passo 8 — Normalmente, apos adicionar os dados anteriores, sera aberto automaticamente a opgao para

inserir a fonte de dados a analisar. Na primeira parte, vamos indicar a op¢do “Generate new host name
based on data source name”:

cu Add Data Source

X
Steps Select Host
1. Select Host
2. Select Data Source Type Hosts are used to organize data sources and other data.
3. Select Data Source 5
4. Configure Ingest ® Generate new host name based on data source name
5. Add Data Scurce

() Specify new host name

() Use existing host

< Back Fmr Cancel Help
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Passo 9 — Podemos selecionar varias fontes de dados a analisar. Neste caso, vamos analisar um Dataset
especifico (uma imagem de dados de um disco rigido existente) do endereco https://cfreds.nist.gov/, mais
especificamente, serd a imagem do grupo “Forensics Image Disk Image”:

| @ What is CFReDS?

Welcame to the new and improved Gomputer Forensic Reference DafaSet Fortal

This portal is your gateway to doc
dewise Most datasets have 3 description of

digital forensic image datssets
the type and lecations of sigricant a

sels can assisl in 3 vanely of Lasks including ool Lesting. developing famiiarity with ool behavicr for ghen lasks, general practiboner training and oiher unforeseen uses that the user of the datasets can

lifacts present in the dataset There are descriptivns: and finding aides to help you locate datasets by the year produced, by authr, or by atiributes of the dataset

Al of the datasets produced by NIST to support the Computer Forznsic Toal Testing and Federated Testing projects are included here as well as many ather collections. See the 2 icon on the left sidebar for a ist of the major collections

M@ Browse Data-Sets Contribute &

Popular Data-Sets

CTF - Cellebrite's Capture the Flag 2024
=] o =y
The Stockholm Stealers - Test Data
& oz
IGUCTF 24' Forensics

Hacking Case

e O :
Data Leakage Case

el : B

a Forensics Image Test image

& [Er | © T [ K o e «

BelkaCTF #6: Bogus Bill Rhino Hunt

El oo (] e [0 e

2024 MVS CTF

& CyberDefenders challenges

[0 s0zezsatnor JEY veroean

Sl o e . )

Dentro deste grupo, temos uma imagem pré-preparada com alguns ficheiros suspeitos com o nome
“2020JimmyWilson.EQ01” com cerca de 295MB (bastando clicar no primeiro link):

o emmmm meemen e o m e o o PR — — T i

e —pmeem e ey

Status
=, Idrive -.google_comfile/d1Fd1pX1rdwaRkDEZ208J5cRZye SNUS-SY view?usp=sharing I
= https://drive_google com/file/d/1TpXtoSUQ-ZgVXZ 0PERQyTTWYu1Dw-fiew?usp=sharing

Na continuacdo da instalagdo, podemos selecionar varias op¢des, mas para este caso, vamos selecionar
uma imagem existente e como tal, deve selecionar a opgao “Disk Image or VM File”

G 6/20

‘J PORTUGA - Cofinanciado pela
1 2030 Unido Europeia PAGINA

Os Fundos Europeus mais proximos de si


https://cfreds.nist.gov/

)’( DELEGACAO REGIONAL DO CENTRO

e FICHA TRABALHO 2

eronmaciosonssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

M. Add Data Source

Steps Select Data Source Type

Select Host

Select Data Source Type
Select Data Source
Configure Ingest

Add Data Source

= Disk Image or VM File

Local Disk

e

= Legical Files

= Unallocated Space Image File

= Autopsy Logical Imager Results

= XRY Text Export

Passo 10 — Depois de analisar a imagem, o programa vai perguntar onde vamos colocar a informacdo da
imagem a analisar:

M

Steps Select Data Source

Select Host

Local Disk:  |Unspecified Select Disk
Select Data Source Type

1
2

3. Select Data Source
4. Configure Ingest Select Local Disk
5

X
Add Data Source
Select a local disk:
Disk Name Disk Size
Drive 0 |232,9 GB

oK Refresh Local Disks

Passo 11 —Vamos deixar todas as opgoes selecionadas para uma analise mais pormenorizada:

oEssoss ooz RS 7/20

PAGINA

Os Fundos Europeus mais proximos de si



)’( DELEGACAO REGIONAL DO CENTRO

INSTITUTO DO EMPREGO

eronmaciosonssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

FICHA TRABALHO 2

M Add Data Source x
Steps ‘Configure Ingest
1. Select Host
2. Select Data Source Type Run ingest modules on:
The selected module has no per-run settings.
3 SEIECF Data Source All Files, Directories, and Unallocated Space £
4. Configure Ingest
5.

Add Data Source . Recent Activity

] Hash Lookup

| Extracts recent user activity, such as Web browsing, recently used documents and installed programs.

File Type |dentification
Extension Mismatch Detector

Embedded File Extractor

Picture Analyzer

Keywerd Search

Email Parser

Encryption Detection

Interesting Files Identifier

Central Repository

PhotoRec Carver

Virtual Machine Extractor

Data Source Integrity

Android Analyzer (aLEAPP)

Cyber Triage Malware Scanner

DJI Drone Analyzer

Plase

YARA Analyzer

105 Analyzer (iLEAPP)

GPX Parser

Android Analyzer Extracts recent user activity, such as Web browsing, re...

EENEAONONAMNRERRRRNRERRER”

Select All | | Deselect Al History Clobal Sethngs

Passo 12 — Apds a selecdo das opgdes personalizadas, este ird montar a imagem, analisar, verificar e
classificar os conteldos em causa (este processo pode demorar algum tempo, dependendo da quantidade
de informacdo do disco rigido ou imagem):

M Add Data Source

Steps Add Data Source.

Select Host
Select Data Source Type

Select Data Source Processing data source and adding it to a local database. File analysis will start when this finishes.
Configure Ingest

Ll ol o ol

Add Data Source

Status
Adding: ProgramData/Microseft/Windows/Start Menu/Programs/Synfig B4it/

*This process may take seme time for large data sources.

Passo 13 — Apods a importacdo da informacdo, serad exibido os resultados e vamos clicar no botdo de
finalizacdo:
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M Add Data Source

Steps

Add Data Source

W

Select Host

Select Data Source Type
Select Data Source
Configure Ingest

Add Data Source

View Log

*Data Source added (non-critical errors encountered). Click below to view the log.

.;u—_': Data Source

Steps

<Back || Nexts Zomed Help

Add Data Source

Select Host

Select Data Source Type

Configure Ingest

1
2.
3. Select Data Source
4
5. Add Data Source

*Data Source added (non-critical errors encountered). Click below to view the log.

| £+ Add Image Log

ot

Errors occurred while ingesting image

1. Possible encryption detected (High entropy (8.00)) (Sector offset: 1128448, Partition Type:

Passo 13 — No ecra principal, vamos clicar na opg¢do do disco rigido:

M Inspetor 007 - Autopsy 4.21.0
Case Yiew TJools Window Help

Add Data Source ﬂlmagesf\fideos &y Communications 9 Geolocation £ Timeline (i Discovery [k

- @ Data Sources

E-[®| File Views

[ 2. File Types

Gy Deleted Files

(- MB File Size

-"E Data Artifacts

U Metadata (4)

e Recycle Bin (1)

—--Q Analysis Results
[ EXIF Metadata (1)
- User Content Suspected (1)

- =g 05 Accounts

- & Tags

0 Score

Reports

—

Q Listing

Generate Report | @) Close Case

Data Sources

Table Thumbnail

MName

ﬂ PhysicalDrive0_1 Host

6o PESSOAS
39 2030==

#2030

Os Fundos Europeus mais proximos de si

Cofinanciado pela
Unido Europeia

9/20

PAGINA



)" DELEGACAO REGIONAL DO CENTRO

FICHA TRABALHO 2

INSTITUTO DO EMPREGO

eronmaciosonssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

Repare na informacdo geral que foi identificada na analise do disco principal (ID do dispositivo, Tipo,
Tamanho em bytes, Tamanho de Setor e o Fuso Hordrio):

M Inspetor 007 - Autopsy 4.21.0
Case View Jools Window Help

—
Add Data Source MR} Images/Videos |5 Communications @) Geolocation 5=, Timefine 4 Discovery || Generate Report g Clase Case =
& fe} Listing
PhysicalDrived_{ Host
= @ Data Sources Tyb\ =—
& g PhysicalDrived_1 Host able | Thumbnail
@ PhysicalDrived
®| File Views
& & File Types Name Type Size (Bytes) Sector Size (Bytes)  Timezone Device D
iy Deleted Files 3 PhysicalDrived  Image 250059350016 512 Europe/Lichor 0ec64db-7213-4a45-a9¢k
& MB File Size
5 B Data Artifacts
/> Metadata (5)

# Recycle Bin (1)
=G Analysis Results
W EXIF Metadata (1)
ER User Content Suspected (1)
i =g 05 Accounts
4 (8 Tags
2 ) Score

i Reports

Passo 14 — Se reparar no canto inferior direito da aplicagcdo a operagdo de atividade e classificacdo de
informacdo ainda estd a ser processada. Este processo é vital, para depois retirar relatdrios e ajudar a
compilar informacdo vital na analise forense:

Recent Activity for PhysicalDrive0 | | % 2
Windows Jumplist Analyzer
Analyzing files from PhysicalDrived I %
Analyzing data artifacts from PhysicalDrivel |
" "
Recent Activity for PhysicalDrived [ 6% (3more.) 2

Passo 14 — Se reparar no canto inferior direito da aplicacdo a operacdo de atividade e classificacdo de
informacdo ainda esta a ser processada. Este processo é vital, para depois retirar relatorios e ajudar a
compilar informacdo vital na analise forense:
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M Inspeto topsy 421
Case View Tools Window Help
= =
| Add Data Source ‘ g e 9 o=, Timeline .| Discovery W GenerateReport g Close Case =
& O | using |
img_PhysicalDrived/vol_vol7/Users/Silva
= B DataSources o fimothy Lol Users/

=@ PhysicalDrived_1 Host Table  Thumbnail

= 3 PhysicalDrived
woll (Unallocated: 0-2047)

@ 1 vol (Basic data partition: 2048-923647) Mame S C 0 ModifiedTime Change Time Access Tine c

3 wol5 (EFl system partition: 923648-1126447) Avast Driver Updater.nk 0 2023-09-10 10:4! T B 2 4536 WET 2
volo (Microsoft reserved pariion: 1128848 1161215) Epson Connect Siteurl | o v fimg_PhysicalDrived/vol ... ers/Silva/IMG_0712,jpg in timeline. ®

B volT (Basic data partition: 1161216-487210229) EPSON Scamlnk L 9P hysi . 0718pg

SOrphanFiles (7522)
SAV_ASW (3)
SExtend (9) Git Bash.ink Event Type Date/Time

SRecycle.Bin (4) Google Chrome.lnk (€] Fie Changed 2024-04-04 20:4151

GeForce Experience.lnid CP095€ an eventto showin timeline:

TR BN R

System Volume Information (18)
teste (3)

0x00000000: FF D8 FF EO 00 10 43 46 45 46 00 01 _.JFIF..._.E

v
X
W SUnalioc 21) B IMG_0T18,pg [# Fie Modified 2024-04-04 204138 ]
& L SWINDOWS.~BT (3) © indexhtml S N
@ [ SWindows.~Ws (3) (&) index.htm o Fie Created 2024-04-04 204137 2
@ [l SWinREAgent (3) % mercurialini [ File Accessed 2024-12-02 20:42:48 -
& app(12) Microsoft Edge.Ink 2
Chi he of i how befe nd after the lected E
o, iy MG Inctaler o 00se the amount of time to show before and after the selected event E
). Documents and Settings (2) NTUSER.DAT 1 = | minuto - >
el 5
@& [ Intel (5 ntuser.dat LOGT
[ MingW () ntuser.det LOG2 2
L Perflogs @) NTUSER. DAT{53b39¢57- 2
@& (i Program Files (73) NTUSER.DAT]53b39¢87-18¢4-11ea-3811-000d3aa46! 1 £
® W Program Files (:36) (57) NTUSER DATIS3639€87-18c4-Tes-3811-000d 3846 1 %
L Programas (2) ] o
@ [l Programbiata (47) NTUSER DAT{53b39¢87-18¢c4-11e2-2811-000d323a46! 0
@ [} Programs (3) NTUSER DAT]53b39¢85-18¢d-1122-3811-000d33ad6t 0 2
G Python310 (18) <
& [l Recovery (5)
[E e Ruby32-x84(12) Hex Text Application File Metadata 05 Account ysis Result Other O
W ruby_projects (3) Page 1 of 129 Page ~ 3 GotoPage Lounch in HeD
e
I
X

& Users &) 0200000010: 00 48 00 00 FF EL 3 36 45 70 €5 €€
s Al Users (2) 0x00000020: 2R 00 08 00 00 00 OB 00 OF 0L
& (4 Default (29) 0x00000030: 52 00 00 00 10 01 o 1A o0
3\ Defauht User (2) 0200000040: 12 01 03 90 0L 00 o o100
4 Public (12) 0200000050: 01 00 00 00 B2 00 00 00 18 01 O
L5 e e S
® 8 Windows (122) 0200000080: 14 00 00 00 DO 00 00 00  3C OL
&1 xampp (33) 0200000050: Z4 00 00 00 €% 87 04 00 0L 00
vold (Unallocateck 487210230-487213055) v |0=000000a0: 28 B2 04 00 oL 00 00 00 4T 0%
©n ki . ABTTIINGE ABEINATED)

boagle Lhrome.nk L1 SULL-U3- 17 1489 10 WESI SUL3-U5- 19 213 1808 WEI UL~ 1£-U3 20
| o [2024-04-0420:41:33 WES 4-04-04 20:41:51 WEST | 2024-12-02 20

(2) index.html 0 2022-12-07 11:27:41 WET 2023-03-19 21:40:30 WET 2024-10-153 16
D mercurial.ini 0 2022-07-26 21:51:33 WEST  2023-03-19 21:41:28 WET 2024-10-13 162
Microsoft Edge.Ink 0 2023-01-17 22:57:19 WET 2023-03-19 21:11:38 WET 2024-12-05 20
MinGW Installer.Ink 0 2022-05-31 22:43:06 WEST  2023-03-19 21:25:06 WET 2024-12-03 20:
NTUSER.DAT 0 2024-12-05 20:49:20 WET 2023-06-29 12:43:00 WEST ~ 2024-12-05 20:
ntuser.dat.LOG1 0 022-05-17 14:17:31 WEST  2023-06-20 12:31:54 WEST  2022-05-17 14
ntuser.dat.LOG2 0 2022-05-17 14:17:31 WEST 2022-05-17 14
NTUSER.DAT{33b39e87-18c4-11ea-a811-000d3aa46! 0 2024-12-07 10:11:53 WET 2024-12-07 10:11:53 WET 2024-12-07 10:
NTUSER.DAT]33b30e87-18c4-11ea-2811-000d3 aad6! 1 2024-12-07 10:11:33 WET 2024-12-07 10:11:33 WET 2024-12-07 10

Analysis Results Confext  Annotations Other Occurrences

Hex Text Application File Metadata OS5 Account [

Page: 1 of 129 Page > Go to Page: |4 Jump te Offset | Launch in HxD

Q200000050: E4 00 00 00 &% 87 04 00 01 00 00 00 FE Q0 00 00 .
0200000020: 25 88 04 00 01 00 OO0 Q0 4E 03 00 00 24 04 00 00 | [ H.o......
0x000000b0: 41 70 70 &C &5 00 €% 50 €1 &4 20 41 €5 72 20 28 Epple_iPad Rir |
0x000000c0: 35 74 €8 20 &7 €5 €E €5 72 €1 74 €5 &F &E 25 00 5th generation) .
0x000000d0: 48 00 00 00O 01 00 OO0 00 43 00 00 00 01 00 00 00 Ho...... H.o......
0x000000e0: 47 45 4D 50 20 32 2E 31 30 2E 33 30 00 00 32 30 GIMP 2.10.30..20
0x000000£0: 32 34 3R 30 34 3k 30 34 20 32 30 3h 34 31 3R 33 24:04:04 20:41:3
0x00000100: 37 00 €% 50 €1 €4 20 41 €% 72 20 28 35 T4 €8 20 7.iPad Rir (5th
D:200000110: €7 €5 €E €5 72 €1 74 €3 €F €E 25 00 1F 00 3R B2 generation).....
0200000120: 05 00 Ol 00 00 00 72 02 02 00 9D 22 05 00 Ol 0O L..... Heoieaaaa..
0:200000130: 00 00 20 02 00 00 22 &2 03 00 01 00 00 Q0 02 00 L..... e
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A Add Data Source M| images/Videos &) Communications @) Geolocation

€

@

@

B Data Sources

= i@ PhysicalDrive0_1 Host
@ 3 PhysicalDrived

= File Views

G & File Types

@y Deleted Files

i) MB File Size

B Dats Artifacts

L Metadats (93)
@ Recent Documents (267)
% RecycleBin (1)

2 Q Analysis Results

I-F-

[0} Encryption Detected [2)

i EXIF Metadata (1)

"= Bxtension Mismatch Detected (4)
[ User Content Suspected (1)

=g 05 Accounts
B Tags
O score

) Baditems 2)
¥ Suspicious ltems (4)
& Reports

-
=, Timeline 4{) Discovery [ GenersteReport g Close Case
@ [ Letng

Bad Items.

‘ Table  Thumbnail

Created Date

3} boltAB3 12915
B boltAB36996_1321928pdf  File

Hex Text Application File Metadata 05 Account Doto Artifacts

EomeEEE

Analysis Results  Corite

Annotations  Other Occurrences.

HEBEBEQOY KA a

3 Inspetor 007 - Autopsy 421.0
Case Yiew Tools Vindow Help

+ A imgesvieos (G

€
£ @ DataSources

5 [l PhysicalDrived_1 Host

4 B PhysicalDrived

& ® File Views
@ & File Types
@ % Deleted Files
4 MB File Size
& [l Data Atifacts
Metadata (63)

#  Recycle Bin (1)

5@ Analysis Resuits

[} Encryption Detected (2)

W EXIF Metadats (1)

« Extension Mismatch Detected (4)
[ER User Content Suspected (1)

&y 05 Accounts
@ [ Togs
& @ Score

© Baditems )
W Suspicious tems (4)

L Reports

Exercicio Pratico:

Q Geo = 0 G Close Cas = ;
location ge, Timeline 4, Discovery M GenerateReport g Close Case © ~ Keyword Lists
o] Listing
[Recent Documents
Table  Thumbnail

Source Name. s ¢ o

No preferred path found

e =

eferred path f

autopsy.docx (2LUNK

Dissertacao_PatriciaSilva_2180068.pdfink
€sf1920-3-07-mobile_forensics.paf Ink
Relatorio_estagio_2180078.pdf Ink
autopsy.docr LNK

autopsy.docx.ink

W eeee W e e e

No preferre

mc-ceesencketchaditAcnurce=TaactRicTamnnean: No arsforred nath fund
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cu Mew Case Information

Steps

DELEGAGAQ REGIONAL DO CENTRO

CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

Case Information

FICHA TRABALHO 2

1. Case Information
2. Optional Information

cl Mew Caze Information

Steps

Case Name:
Base Directory: | C:\Users\Silval

Case Type: (®) Single-User

Analise T 20200immyWilson

Multi-User

Case data will be stored in the following directory:

ChUsers\Silva\Analise_Bruno_Silva_2020immyWilson

Optional Information

Browse

1. CaseInformation
2. Optional Information

Case
Mumber:

Examiner
MName: Silva

Phone: 000

Email:

Motes:

Organization

Organization analysis is being done for

01_analise_sisterna_suspeito

Not Specified ~

Manage Organizations

cu Add Data Source

Steps

Select Host

1. Select Host

2. Select Data Source Type
3. Select Data Source

4, Configure Ingest

5. Add Data Source

Hosts are used to organize data sources and other data.

(®) Generate new host name based on data source name

() Specify new host name

(0 Use existing host
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INSTITUTO PRI

erommsciormorssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

)’( DELEGAGAO REGIONAL DO CENTRO
EM

FICHA TRABALHO 2

M Add Data Source *
Steps Select Data Source Type
1. Select Host
2. Select Data Source Type ] ]
3. Select Data Source Disk Image or VM File
4. Configure Ingest
5. Add Data Source
H— Local Disk
i= :
M Add Data Source *
Steps Select Data Source
1. Select Host Path:
2. Select Data Source Type - - -
3. Select Data Source C\Users\Silva'\Downloads\ 2020 immyWilson.E01
4, Configure Ingest
5.  Add Data Source O Ignore orphan files in FAT file systems
Time zone | (GMT+0:00) Europe/Lisbon V|
Sector size: |Auto Detect V|
Hash Values (optional):
A5
E S
{ Add Data Source M| imagesiVideos [ Communications Q) Geclocation $=, Timeline 4| Discovery | Generste Report g Close Case @ - Keyword Lists QK
€ £ | Listing
% @ Data Sources Y
® FileViews ?
Fie Types Module Num  New?  Subject Timestamp ]
9 Duisirae Hash Lookup 1 +  No notable hash set. 2024712708 20-.
e 4Hash Lookup 1 No known hash set. 202412008 205 by g Dave
Started 2020J/immyWilson£01
B 0ata Artifacts -05-26 13:46:18 WE
% Installed Programs (260) G 13
#a Operating System Information (1) 2 :
*  Recent Documents (17) i b 2
#  Recycle Bin (14) 6 E
3 Run Programs (5)
# Shell Bags (45)
Kl USB Device Attached (5)
# Vieb Bookmarks (15)
@& Web Cookies (124)
 Web History (136)
@ Web Search (17)
@ Analysis Results
| Encryption Suspected (1)
W EXIF Metadata (6)
= Extension Mismatch Detected (3) Sotby: Time v Totak: 11 Unique: 11
[E® User Content Suspected (6)
© Vieb Categories (5)
3 05 Accounts
i @ Tags
=@ ED; i Her | Tect File Metadats Analysis Results Annotations
¥ Suspicious kems (&) item: FeedsStore.feedsdb-ms
L Reports Aggregate Score: Likely Notable
Analysis Result 1
Score: Likely Notable
Type: Extension Mismatch Detected
Configuration:
Conclusion:
Analyzing files from 20205immyWitson.£01 [N 0% "
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ciomuciomonssow. CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

Sortby: |Time Total: 21 Unique: 21

Mddulos suspeitos:

e Ponto 4 - Tumbcache 256.db
e Ponto 19-21 - AgGlFgAppHistory.db
e Ponto 30 = moneymaker

E 3 x

Module MNum MNew? Subject Timestamp

Sortby: Time Total: 38 Unique: 38

1. Analise o grupo Data Artifacts, e tente descobrir as seguintes informagdes:

GrEssos o030 [ S 15/20
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T FICHA TRABALHO 2

eronmaciosonssow.  CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

1.1. No separador “Communication accounts” = “Email”, verifique se encontra a conta do email

com o nome wilsonjimmy807@gmail.com;

M Analise_Bruno_Silva_2020JimmyWilson - Autopsy 421.0

Case View Tools Window Help

w e
Add Data Source a Images/Videos gy Communications 9 Geolocation T2, Timeline ,{ Discovery [ GenerateReport =@ Close Case

€ £ | Listing
= @ Data Sources ) -
# [§ 20205immyWilson.E01_1 Host able  Thumbnail

= I8 SYSTEM.vhd_12938 Host
i @ SYSTEM.wvhd

# 0C191CD4-0000000D.em|
=4 Operating System Information (1) # 0C191CD4-0000000D.eml
& Recent Documents (17) :

# Recycle Bin (14) # 15611658-0000000C.em|

& arracrra Anannans

& @ File Views Source Name S C O AcountType ID Data Source
File Types # 196A62A1-00000008.em| 1 M bertripoff@gmyx i
< % Deleted Files # 196A62A1-00000008.em| 1 EMAIL onjiry gmail.com 020)
X :‘:f z:‘f’" o2 # 447018D5-00000006.emi 1 L T
i, ---
& B Data Artifacts # 591068B88-00000005.em|
= @ Communication Accounts (54) # 591068BS-00000005.em| 1 B Olir
= Email (34) #: SECET97A-00000007.em| 1 EM g 20)
TR EMak Mesiages (1) # SECET97A-00000007.eml 1| g 0l
& &) Default ([Defautt]) x ! e g =
@ Default 27) # 00294223-00000006.em| 1 EN shir 20Jir
% Installed Programs (260) # 002943823-00000006.em| 1 EN gr Jir
/> Metadata (64) 1 EN
1 EN
1 EN

% Run Proarams (5)

1.2. Dentro do separador “E-mail Messages” veja se encontra o pacote do email com a informacdo

“447018D5-00000006.eml” e indique qual é o fuso horario da data em que recebeu o email;

B 0ets Adtifacts

& * - em!
= @ Communication Accounts (54) 40564E1D-0000000E em!

@ Email (56 ) 400C0D8B-00000002.emi
& E-Mail Messages (27) ) 41BB26ES-00000001.emi e.badguy® c : , tilin busin
= & Default (IDefautt) £ 447018D5-00000006.emi robert.fipoff@gms.com B gaRcore Now el adie
W e ) 454F61EB-00000004 eml
3 Installed Programs (260)
Metadata (64) ) 555D0586-00000005.em!
4 Operating System Information (1) ) 59106B88-00000005.eml
Recent Documents (17) <

ESC

Recycle 8in (14) 3+ |018D5-00000006.em|
% Run Programs (5)
# Shell Bags (45)

Ed USB Device Attached (9) Hex Text Source File Metadata Data Artfacts Annotations Other Occurrences
4 Web Bookmarks (15) Result 4 of 4  Resut €
@ Web Cookies (124)
T Web History (136) From: robert.ipoff@gmx.com:
@ Web Search (17) Toi  viksonjimmy807@gmail.com;

Q Analysis Results
) Encryption Suspected (3) cc:
= EXIF Metadata (14) Subject: New email address
* Extension Mismatch Detected (6)
A Keyword Hits (806) Headers Text HTML Accounts
[E® User Content Suspected (14) Download Images
© Web Categories (5)

£ 05 Accounts Jimmy

# (@l Tags i 4

© score Here is my new email address I lost the other one
O saditems ) 1 will forward to you the info for the itmes that i need you to make for me
¥ Suspicious tems (142)

. Reports Robert

1.3. Coordinated Universal Time (UTC) é o mesmo de Western European Time (WET)?

1.4. No disco “SYSTEM.vhd” é possivel verificar o grafico com informacdes de ficheiros. Apds analisar

o grafico, qual é a informacdo que representa a maior percentagem de informacao?
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k. Analise_Brune_Silva_2020JimmyWilson - Autopsy 4.21.0

Case View Tools Window Help

E:ZI Add Data Source ﬂ Images/Videos ‘E Communications ‘

€ o | s

im
= @ Data Sources T :
ﬁ 2020JimmyWilson.E0T_1 Host 2
C-lE SYSTEMwvhd_12938 Host
=- 2 SYSTEMwvhd
b Extract Unallocated Space to Single Files |37
; Open File Search by Attributes
__ View Summary Information
M Data Sources Summary
Data Source Name Ingest Status Type Files Artifacts Tags
D 20200immyWilsen.E01 Completed 05 Drive (Windows 7 Ultimat... 8552 1631 0

Types User Activity Analysis RecentFiles Past Cases Geolocation Timeline Ingest History Container

Usage:
05
Size: 2 GB

File Types

Documents:
169 (24,5%)

Allocated Files: 670
Unallocated Files: 20
Slack Files: 362
Directories: 78

1.5. No disco “/img_2020JimmyWilson.EO1_1 Host” é possivel verificar o grafico com informacg&es de
ficheiros. Apds analisar o grafico, qual é a informacdo que representa a maior percentagem de

informagdo?
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CENTRO DE EMPREGO E FORMAGAO PROFISSIONAL DE VISEU

FICHA TRABALHO 2

M Data Sources Summan =
Data Source Name Ingest Status Type Files Artifacts Tags

D 2020immyWilsen.E01 Completed 05 Drive (Windows 7 Ultimat... 8552 1631 0

D SYSTEM.whd Completed 1052 40 0

Types  User Activity Analysis Recent Files Past Cases Geolocation Timeline

Ingest History Container

Usage: 05 Drive (Windows 7 Ultimate Service Pack 1)
05 Windows 7 Ultimate Service Pack 1
Size: 891 MB

File Types

Mot
Analyzed: 18 —

(0,3%) ;
Other: 263 /
(4,7%)

Unknown:
1777 (32,02)

Executables:

21 (0,4%) L
Documents:
1062 (191%) [~——

Allocated Files: 4 336
Unallocated Files: 1222
Slack Files: 2 994
Directories: 5 128

Images:
2 416 (43,5%)

1.6. Ainda na anadlise do disco “/img_2020JimmyWilson.E0O1_1 Host, mais especificamente, no

separador “User activity”, podemos verificar informacdes sobre a atividade recente do utilizador.

Quais sdo as informagdes?

1.7.
ID do dispositivo?

* Analise_Bruno_Silva_2020JimmyWilson - Autopsy 4.21.0

Case View Tools Window Help

Analise o disco “SYSTEM.vhd” e indique qual é o tamanho da imagem/disco medida em Bytes e o

- —
Add Data Source a Images/Videos = Communications 9 Geolocation = Timeline ‘,{ Discovery [ Generate Report ® Close Case

& {3 [ Lsting
SYSTEM.vhd_12938 Host
- & Data Sources ~

- e-I§ 20200immyWilson E01_1 Host Teble | Thumbnail

B 2l 20200immyWilson.ED1
8 =Q5vSTEM.vhd_12938 Host
B SYSTEMwhd
e voll (Unallocated: 0-33)
¢ vold (Microsoft reserved partition: 34-65569)
s vel3 (Unallocated: 63570-63662)
3 wvol6 (Basic data partition: 65664-1396863)

B

Name

=l SYSTEM.vhd

Type

Image 2147483648

2 Size (Bytes)

Sector Size (Bytes) Timezone Device ID

512 Europe/Lisbon  f82a7014-ad3c-4a76-Gchd-445e4b137af3

Cofinanciado pela
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cu Analise_Bruno_Silva_2020)immyWilson - Autopsy 4.21.0

Case View Tools Window Help

. . . . = . i .
Add Data Source @ Images/Videos gy Communications 9 Geolocation T2, Timeline 44 Dise

“= o) Listing

S B DatsS n img_2020immyWilson.E01/vol_vol6
- ata Sources

2§ 2020limmyWilson.E01_1 Host Table  Thumbnail
= 2 20200immyWilson.E01
= voll (Unallocated: 0-33)
> vold (Microsoft reserved partition: 34-83569) Name 5 C
’ vol3 (Unallocated: 63570-65663) L SRECYCLE.RIM

-- volb (Basic data partition: 65664-17ps8

‘e wol7 (Unallocated: 1736832-174079¢ File System Details
=@ SYSTEM.vhd_12938 Host View in New Window
i & SYSTEM.vhd Extract Unallocated Space to Single File

El = File Views

rh [l P . L

M File Systemn Details X

FileSystem Type: NTFS Bleck Count: 208395
Image Offset: 336719968 bytes Root Metadata Entry: 5
Volume ID: 7 First Metadata Entry: 0

Block Size: ANGE bytes Last Metadata Entry: 5888

Ver registos de atividade do computador num determinado dia (neste caso, 20-02-2014 pelas 17:02:35

com o codigo de inicializacdo 6015)

Acquiring the required file from the evidence

First, we need to acquire the system event log. This file is named system.evt (Windows 2000/2003 and
XP) or system.evtx (Windows 2008 / Vista and up). Open the image using your preferred tool (i use FTK

Imager) and browse to the following location:

Windows 2000, 2003 and XP

[root]\Windows\System32\Config\SysEvent.Evt

Windows 2008, Vista and up

[root]\Windows\system32\winevt\logs\system.evtx

Geessons  gPoiag [ o 920
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c‘ Analise_Bruno_Silva_2020JimmyWilson - Autopsy 4.21.0

Case View Tools

Window Help

lﬁ‘} Add Data Source ﬂ Images/Videos iy Communications 9 Geolocation 02 Timeline A Discovery [l Generate Report | @) Close Case

€
=3 E Data Sources

=

E—Jﬁ 20200 immyWilson.E01_1 Host

= 24 2020)immyWilson,E01
+ wvoll (Unallocated: 0-33)
¢ vold (Microsoft reserved partition: 34-65569)
: wvol3 (Unallocated: 63570-65663)

¢ volf (Basic data partition: 65664-1736831)

fo] Listing
. img_2020JimmyWilson.E01/vol_vol6/Windows/Systern32/winevt/Logs
Table Thumbnail Surmman

Ll

SOrphanFiles (58)
SCarvedFiles (1)

MName 5

Microsoft-Windows-WindowsSystemAssessmentTc
Microsoft-Windows-WindowsUpdateClient%:40per
Microsoft-Windows-Winlogon4Operational evix

Microsoft-Windows-WLAN-AutoConfig %40 peratic

o}

2] visualizador de eventos
Ficheiro Agdo  Ver

| E H

Ajuda

E Visualizador de eventos (Local)

> _159: Vistas Personalizadas

> [ Registos do Windows

> L) Registos de Servigos e Aplicg

~ _E Registos Guardados
I System

Subscrigges

.+ AppCompat (3)

N TP

. [parent folder

System N

Nivel Data e hora

(@) Informagies 20/02/2014 18:50:45
(i) Informacies 20/02/2014 18:50:28
() Informagées 20/02/2014 12:50:12
® Informacgdes 20/02/2014 18:48:15
® Informagdes 20/02/2014 18:45:07
® Informagdes 20/02/2014 18:45:06
@ Informagdes 20/02/2014 18:02:23
® Informagdes 20/02/2014 17:56:46
@ Informagdes 20/02/2014 17:51:53
() Informagées 20/02/2014 17

1 Informa

SExtend (8) :

SRECYCLE.BIN (&) Security.evix

SUnallec (1) Setup.evix

Documents and Settings (2) System.evix ) — :

USERS (7) Windows Po View File in Timeline...
;J\rsi:r:‘ijjs 38) ¥ Microsoft-Wi View ltem in New Window

L addins (2) ¥ Microsoft-Wi Open in External Viewer Ctri+E

Extract File(s)

Origem

Service Control Manag...
Service Control Manag...
Application-Experience
Service Control Manag...
Service Control Manag...
Service Control Manag...
Service Control Manag...
Service Control Manag...
Service Control Manag...
Service Control Manag...
Eventlog

Modified Time

ID do evento
7036
T036

206
7036
T036
7036
7036
7036
T036
T036
6013

Categoriade T
Menhum
Menhum
Menhum
Menhum
Menhum
MNenhum
Menhum
MNenhum
Menhum
Menhum

Menhum

@Informagoes 20/02/2014 15:47:36 Service Control Manag... 7036 Menhum
®Im‘ormagﬁes 20/02/2014 15:43:12 Service Control Manag... 7036 Menhum
®Informag6es 20/02/2014 15:41:19 Service Control Manag... T036  Menhum
®Informag6es 20/02/2014 15:35:40 Service Control Manag... 7036 MNenhum
@Infurmagﬁes 20/02/2014 15:32:40 Service Control Manag... T036 Menhum
®Informag6es 20/02/2014 15:2%:39 Service Control Manag... 7036 Menhum
(i) Informacies 20/02/2014 15:29:39 Service Control Manag... 7036 Menhum

Evento 6013, Eventlog

Geral

Detalhes

O tempo de utilizagdo do sistema € de 9634 segundos.

Nome do Registo:

Origem:

Sistema

Eventlog

Registado:

20/02/2014 17:02:35
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